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Abstract: Aiming at the problem of spoofing flood defense in the control layer of SDN, a controller defense mechanism
(CDM)was proposed, including a flood detection mechanism based on key features multi-classification and a flood miti-
gation mechanism based on SAVI. The flood feature analysis module of the control layer was designed for flood detection,
and boosting algorithm was used to overlay each feature weak classifier to form an enhanced classifier, which can
achieve more accurate classification spoofing flooding attack effect by continuously reducing the residual in the calcula-
tion. In CDM, a flood mitigation mechanism based on SAVI was deployed to realize flood mitigation, which performed
flood packet path filtering based on binding-verification mode, and updated the flood features of access layer switches
with dynamic polling mode to reduce redundant model update load. The experimental results show that the proposed me-
thod has the characteristics of low overhead and high precision. CDM effectively increases the security of the control
layer, and reduces the time of host classification of spoofing flood attack and the CPU consumption of corresponding
controller.

Keywords: software defined network, control layer protection, flood detection, source address validation

1 B= 5E W44 (SDN, software defined network) M/fEh
= PP IR A G T AR DAy O 4% T 1) A B A
B ECIDE I () g O B R oK H 2 2 Ak, A K TOB IS o SDN I8 i W 265 1% 0058 i) 18 i 15 i

WisE#: 2021-07-02; &M@ HH]: 2021-09-13
ESWMB: FEEEAUTRIZEE I (No.2018YFB1800405)
Foundation Item: The National Key Research and Development Program of China (No.2018YFB1800405)



e Wt % W

o 42

JZ B A RSN LA AT 0, ST AR S
ELAR IR 8 P RIAN R R (A, SElR 1 2 Bt 3t
T SR SRR (R G B i) . 3% SDIN' 440 ) I 5%
A% REPE AT AR R PG A 2 A
OpenFlow J& =il f5¢ 75 HI () SDN R[] B, e $fit
TARUEAL P2 B B 2 AR 1R 2 Bulie
R L I 1 AT R, SR I AL15 15
B 2 1L, SDN SR 1) W4 26 1358 LU BT M
el as B e OB AR TR . I THEHR
N T R L B T2 R R R OB AR I T
Packet-In (PRI (S Siitfa<, FHIBLA I3 R4S
KM R R 2 AR R ZE B R AN ST, JL
Xt SDN 52 Wi 55 )™ T 1) gl 2 2 1 = 2k 202 U G
WHE SDN Fiil 25 B4 Packet-In, MHAFACH.
TCP/SYN 4R 3CAE P IR B vl BERRI I OF Az
B AR B Bt e h s bk R
QU HT AUk s, JFA I Pha 12 2 AL
HAFEKYE SDN #fl a3t ATilAE, SRLIEHIZEXT
S RFRAAGI, I R0 dhe S R e S A 5
A OpenFlow BMMIRLE, FEHlE: FAIKIFA I
MWBAZ AL TS F AT, AR DG P bk R R
WELHAT y, SDN Hidfa rpoLE N JZ AT HAL I 22 42 O
PERERE I )™ F B o

BUAT BT H I M Ik A A 1 94 45 it e LA 2
P iz g b O I PR R I B S R AT, 3L
AR R B R A LB PR L s 4
5, IR Z R IR BGERAL, SDN R4 6
R AEAE B 2 Akt 53— 7, T SDN & T
L 110t b 10 e R SO AR B T il (s 25 A0
WIERLRE, PR Z T I i) I 445 BRI AL T 4%
NIZAZHHUHAUE S B R0, Ak = & P2 it
Wb L], Bk st SDN Hodls i) 57
FALARZSIIERI, % SDN Hbe) (1) 2z 4k = AR
KAL) o

2 IRERKBH

21 FHIEERN Iz TS

OpenFlow PhiLHRAIL T 44 1l 25 FNAS L2 ] 1)
LAFTRS, HHE PIARAEA AL A 5 A5 H oy 2
A R IR R 3G a,  AREE 2 o 2 R R O X2
HEBCEATR 2 HANTT o R s ) 2 W =2 3k i
IR = A4S Packet-In 32 4EF1 SYN (synchronize
sequence numbers) 7z ik 2 2%,

B2 A L N 2 AT ISR, A
AR H N R R WU AT LR . A H UL
Ry, WV R ARG AW, % A R
it OpenFlow BSUHEE 42 il 2% 55 508 )2 A2 LA
K Packet-In JE4T B4R, midslds it aT it —2 5
Bro MR 2@ Es G, wiHlasE
K F £ 2 1% F OpenFlow P3Gl A5 54,
WE 1 R, I kTR A g T s A fe A 1 T
AEH E AL bRy, BT aE
rORE R, Bl A O B 3E K S Db YR B bk
Packet-In £ il A 4% il #5 AL BRHEFE, 7~ 2F Packet-In
Z W, % Packet-In 37 ¥t it — BT AL (1B X SDN
2 By, s L G SDN (1) B i ks . 7
et 15 00, Packet-In 2 vk 457 252 I i) id KA A4 4%
il 2 Ve e 58 A 2R Rk, T A 4 ol 9% 0 VA AR B IE
R, B EEE MK VR EL, SDN &1

ZHHL I

SYN

\

SYN/ACK

ACK

OFTP_HELLO

OFTP_HELLO

OFTP_FEATURES_REQUEST

OFTP_FEATURES_REPLY

OFTP_PACKET_IN

OFTP_PACKET OUT

g

y

RST
B 1 $53)2 Packet-In MR {5 248 B

b TR 2 05 8 TCP il AT SR A AE BB,
WEE TCP FESLHEHLIN 3 KPR TAFE ISR I ] A



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22 43 -

SYN izt Busdy, &z ke s TCB (Rl TCP
FEREHIEL) (B IRIE SYN e Db Ak I
TP Huhik 2k, nI%d SDN #4821 Bk e 4B g,
Wi 2 fios . TCB J&— R 8z i A 15 B A il
Kl dihey, L Fl A A (R R /N TR ) SYN
£, P52 B ) 1T B R S A 6 I T 1% 7 ]
KRNI AT AR ok A A e Y 6 5 S ke 40 5K
SYN vz, ikt SYN Az il |2 43 lidid 22 1)
TCB 1fi 3 8L WAL WAFEARIS o bk, Bodi#idid
76 SYN e G106 IP ik, f#f SYN-ACK
AL TCIEE AT RO N, S T T I ik A0S I 4 o) B A
84, P C 2 TCB )\ SYN-RECEVIED
REFTIH TR, 52 P30 SDN #5412 1) 42 4l
EHRAE S IRAL, Jovkak s B Ko 12 2o 1E
I K

Wik BRI EE

HKIERSYN Attack SYN

BBk

listen ()

[/

TCBiE A B IR ALK
\f/ 5, SYN-ACKiEk
. JE I 45 ] )2 A B gk
SYN-ACK NHE I F M
BT IR
SYN
connect ()
FATCBZ 6], &
SYN LA PERTHESYNA
R

K2 2 SYN Z iR

22 MBEARFEEH

LA EEXT SDN- 4 il /2 10 vz vk R i e 7 2
T N FE T2 () SYN 32 vk B AHUAT 3 1 X 45 1)
Packet-In 2 yE[5fH 2 2K, £1%F SYN yz ik, &2

[fI%) 5EA04E SYN Cookies Ml SYN 224745 /7114,
T SYN Z iAot T 2 o EHUERE T
H s, B3t HE SR/ HI8 8% SYN
2L BeE R . MbA, A —A TCB MEA
SYN-RECEIVED R 2 R HEN R — IR Mk
[ PRTIST T, A — A A8 ) T 2 ity AL IR i o
J73E78, T g ACK (acknowledge character)
A E A AR Rz PR B L, FE T SYN R AFAN
SYN Cookies 5L 7 ZE 552 (it 1 4t 2 1l )2 1 7
MRS ECHBE SYN 2247 A1 SYN Cookies 1145
g, AN B EIR /N Hash 250 T
TEIBE YIS TCB MEURMIE S T4, %7 hlfe
$TF SYN 2 itk A2 SDN il |2 M AR %, 1F
— 5 ] R] P A 4R 4 )2 11 4 Ry P T R A B o o
SR, PRI T 20 (1) SYN V2 vk By A AL il 75 22 X6
HJE)Z TCP/IP K SEHLEAT 8 X4, 1 v 8] 2 Bl 2k
WL AR A R4 (IDS, intrusion detection sys-
tem) PV EUE T R OCSIEL, HAE SDN HHTY R
PEAS AL o

BT 2% (R PRI A7 G H DL RFC2827
BEA ST O 2 C ik i, SR A i i 1) 72X
HATIZ VLT . TopoGuard! ™2 —Ft Xt 47 Hb 1 B
Wit T H. HEILIUE SDN A5 154 M H T2 $h
AT EVEMER DR EHLT RS S E . SR, A
ik Z 0 R EZ BCH 2 Packet-Tn 32 HE I,
FEb 22 vt s s AR 4. ISP 7 =M B
W T Y5 TP MR AS TR IR R AR, 10T R4
HE T IO 8 A R i 3 kO L I AT N
R DE IR, Sue 5 AR B L e A bt 8
SYN &t M, (HiZ kKR KL B NS
Packet-In ¥ S VE AN A5 B0« 8 T 42 IF ¥ i 4
Packet-In yZ {4 I 1 75 A B8, SCHR[4]4EH T —Fh
KT Packet-In G2 PRSI (1) 77 400 SRl I 5
Packet-In ¥4 5L J2& 75 FH D4 28 5 ik 77 X AR ok v e
B R IR . AR, %07 VA BT 22 iR
B3k Z 0] Z iz et Ohit: MAC ik ()
BLII AT, ORI hE L I I8 (PRS BEE NS . b
Ak, BRSO SDN 45l J2 12 vk Mo in) i £
IGETE o AT S BRI AR E ARSI A IR P 2 2] 55 T
V25 16 7 AR AU Rk T B A 0 Ak I R R A 4y
s F WU £, 77 RS FEAS (1) ) . b 48
THo AT B BB A I i Re 925 SDN il )23z ik
(R R AR AT P00, AR T RTINS I R R X



e Wt % W

o 42

53 W28 B i T 9 R R B =Xz i ey, xS
25 1 2 V2 AT WU 1) A5 B e AR AR o R TR AT
S S T B A 0 SDN FRAs L, 5
s SR B A 2 YERRE, 4 SR RIS
SYEGR E 22 ) BT R I, ST ) U v
TR AR A S AR A BUARE I DG I ) R R AT
KT, 78 SDN #2722 LB Sepripsg
JEILEEX] Packet-In vZ 7t K SYN 2 L [RATI AR AS
AR HbAR, RIRREAE R GE A A HE 3 T 45
AR AAAE, TR 2 0 I s A A T A
RIS o

BRI T2 1) SYN V2 LB RN IE T 9 2%
(1) Packet-In VZ YR BIAEAE O JRPEAN L . RfiE4E
FERRJERNA KA MA ) i), A SCER T —FMICIT
B4 RkE L) SDN #3648 i AEIH LI (CDM, controller
defense mechanism). 1% 712 HA LML A

1) RIS I K 4E « 4545 sFlow 5 OpenFlow
LHAFAIINE, - T sy, R 1%
TERAETTZE, A4 il DA 22 2R R 1) g =X ) 40342k b DA
BN EA AR SRR IE S B, AT EZ
YR [T A )

2) EAE LR IE AT A BRI . K5 SDN
Pl 2 PR B B VA O R R AT A, 2 4
T T VU Lk A L SRR SR HEBR AR SR IR, I
GEA TR RE R R EVE NG, AR n] ks L
Hi DR 23 1E 5 58 Rt e R R L

3) AR 2 A PR . S5 G IR Hh LG
UEGRE AR, B0 232 RN I 0 58 A =t R R
TEHE 2= 1 SAVI (source address validation
improvement) JZUESEMAENLE], %I VEA AT KA
1l Packet-In 2 LR SYN iz it Mo+hi, R 2 TH2%
FEAE B R A2 T R AR I e R 35

3 fRHIEZ AL E

30 ETESXEHHFERE

T SDN #2441 T RIE 1) M 48 4= Je EREFA L, 7]
i 2 A AN UE D 1 Re AT X
Rz PR BRI T8 R OB R I R AR 7R K, 4y
sFlow 5 OpenFlow A2 A5 4 (1)L, SEIL T —/Mg
B IZ PR B, sFlow (RFC3176) [PLE
B -SSR SV i R R B B2 v i
i, PR AL TN B AT R I 1K ST B R AR
s, FHRA L RS - (ASIC) Xy o i3t

TR AW . Wi 3 o, &7 sFlow 4K
LERGFHHH ASIC H1H) sFlow AR5 (sFlow agent)
FIZEFEf) sFlow K44 (sFlow collector) 2 #5434
o o, sFlow Ji 45 H T 3R HUAS $ LB % Fh 4
(180 10X % 040 e 4 SR, 4R o T i 1 4 Rl 2%
PR I 5 K Bt i 45 R4 T L sFlow Ik
WRIER] sFlow K4Eifi. BE)5, sFlow KA X}
sFlow [P SCREATMEATT, 0 By I 0 I ) W) 8% 4
HERE,

| sFlowfiR 53 SFlowdf 3
i Flow3ZhE Ethernetsk |IP3k[UDP3k{sFlow Datagram
i | CounterSRA¥ i >

S

W sFlowR 4 i
K3 T sFlow MU RERGRE

I /£ OpenFlow i, SDN 5 ifi] &5 & ik
OFPT _STATS REQUEST XA #HLiEATiE R . 2T
BURE BT i Sk i ge vt Hodle 15 B i OFPT_ MULTI-
PART REPLY j4 5 [H[4 25 SDN # 4% . 45 & sFlow
MR %% w1 SR R R M, OB B A
OFPT_MULTIPART REPLY i J& 7] £k B (1 945 73 1t
TR E R R A e I AT B AE R
OFPT STATS REQUEST/REPLY 4j OpenFlow A2 #
MUBEA T A5 (0%, ¥ sFlow JIR453 IP/UDP k5
OFPT_STATS REQUEST ¥ & iR [ 2 VT it 45k {5
REAI TS . sFlow RS dE A R I
Fc s R AL s B W 1 4 FrR, IP/UDP Sk A 5404
e, BARQUAE T MR RNE, AR
FENEAZHNL RO — D H A R 2R T 4R
PAT, XGR T BT SDN N 24T Bl [ K 5
B 0 U A S A A B R RN, SR A Java/Python
LI TE AL H M2 LR IERE, Hp
OFPT_STATS REQUEST = % it 7 £ ) Jit & 1 5t
KA S ANG R R IR H , 57— ZFE sFlow
IR 55 i =2 T FH T SRR A0 I AU I A
BT sFlow 1) 2 4R ECR AR 5 35 B R
5 R, I SIS EER BRI AL &
PR 2 JTIHAE R, O TR B TR ARAEE, sFlow
JIR 55 s A e SDN Hid b BN R AN LR A RS
T PR ECH LA BRI



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22 - 45-

WAL VL BL I
WMERTEIEK
VLANID
FEMACH3E:

H IIMACHi ik
Fit i 2 R/
JRIPHEHE
B fIP ik
FIREEFTFTH
JETCP/UDPi 05
H By TCP/UDP3 15

IP/UDPL Rl
HIRaK
e
MEZE

\

\

Kl 4 sFlow I s #% 5 Uit 4 U BB R A s 1)

MNEE ] 8590 MEF BIAHGRA
EMIZHHIE, I
G545 48\ 2 A2 AL

Y

HEFAENJE R HACIEBARYR
A2, BONERERRE A B IRHIT

Y
FRFERIRIs)G, BTERERRS

'

AIFRANSEIHER, KD
HURMWCR RS 17 R

LA

MR SEIR
el e MRS

iibus
EABEHEIE O

o

=2

Y
4R

K5 JET sFlow [ 2 &R s MR A S BA B iR

3.2 ITHI Rz AR
3201 EHE R B ERS

5% SDN 321 SYN J2Z 7Kk vy 1] FH R4 2
M AL ACK-SYN B8 T-5¢ i) ACK AUk
&, T SYN-RECEIVED (#IRi N I [z, &
TR TCB 73 [ 23 PRI il 2% S oyl At R i
f, mASBHEIEET. N THREHIZE SYN 2

PRBGE ), BT DL L I RS
S, BB N SYN I EN T, KL
SRR BRI 5 o A A IR 2 ) 8 TG
FAREEAR RUIR S AT R 2 A, I T 81k
SDN 5¢ & A aliz b Mo R A 2 10 S 230k
4554 OpenFlow RSP IR PERCA, AT A
THEEHS SRR TN ZE idle timeout (T, ) XJFiil
RN TR, SDN R I AT S5 SR A
Kl 6 fow, HH {p,p,, > p,p,} %~ SDN
FAm A A AR, AR A R E B AT 4y
AT FEHRM Pareto 23N, A AR IR (DR, H
i, k,7,a J2 Pareto S3ANNZEL. LAEHR R Ak
JEf, T NI A B o TR A SR
e FR. R SDN Hdiumis H Aok, #H
{toty, ety et Y S RIEAR AL ) (P A A A B, )i
[FIRE AR S48 A, W=lQR)FR.

o, <r)=[5] . (1)
T a-—1
t; ~exp(A),t, =47 (A= 0) 2)

A HOAE ALK 23 R IS (A [R] B 4K, W) OpenFlow
AE AL BB [ B85 BT 1) P 06 SR S 4 42 ol 2% EECHT VR S
WE IO A P S0 I T () e Tt 2 B 2 B S B
M SR e B AT IR VLR, T AN 2
IR 9 2 T, AT e L3 37 B ) 45 ) A kIR
Packet-In ¥ SRR IR N Ko LI, 24
JEZ I SR 22 4 )l AT KA Ry 2 AN OB Ry
TiE s 20l 2 e R 2 N T A7 A (1 5 B i B 1) i
HEHA K, WG Frn; T UL AR MO A1)
Packet-In ¥ S & FESR A T #y KM SR, DAFS
PRALBE Packet-In JHEIIVERE A, TSI ANFHALET
BRPRHL HCYW BRI S BORASRIAL P Packet-In 7
SEE TR, @R,

Num
GPP = — o pors 3)

init
Packet In,, (1, T,,)=lim> H(@ -T,.) (4
n—om Py

AT B K pR AR A AR (1 92 Packet-In
HEECR EIEMR, i SDN #Ehilasab B4
Packet-In VS K510 cost, 4 T [N FEAR AL
RBCAS, B T 2 A A VL R SRR TG
I S RN TAG S AR B it D) B A A 3



.« 46+ w s

4R a2 %

AT A ke I

6 SDN Uil e % L4 il iR A A Y

Rk, B2 A En t T B B A D) R kA
R IT n AR, AR R,
IR AR IR 7 S B AT — K e BEIL L, WKk
B YD) HAT A 51 A< Y 1) Kl A% a1 340 34
(¥) SDN il g S O AR AL m] b s (5) T

> H(t, - T, )cost
BPF = lim =

o n
3.2.2 BB EiRVIRE £ BT L
AT, 02 i 2 e 38 2z v HL AT
2 ANEERRAE: 58 A PRI BRI R R R
DRI AT SDN N 2 A8 # /L iy 1 B L 1) 43
1, W% SDN KU K KA . i H
N UL 22 B AE AR B T TR AE S W SDN 425
TR R RBE R, ST (6) R .
Z Traffic_in— z Traffic_out

DTB=-" - 6
T (6)

AT J7 1 LA N2 AT e B 1 1R HS N o 22
(L B A R HEREA T B S 1), FLABE IR H) 5 Al
DB IR RS, I R (R i A ) 4% . P
sk RE RN A R AR ZE RO, 7R
AN T PR 0 I RIS R 2% 1 TR 2 5% e o T o 11
S A 119 58 7 3 o AP A FAw 22, ]9 ik
Ao AT I T S TR B, R
it 22 RS (BRI A% A ABE TR W] g P e ) BEATLRR S, Tf
455 p-FiamEZEIT RO A Y T B, 12
FHHAEE. Bk SDN 2 N JZ A8 el i i 2
Hhoxs HEUEEATH X ={x,x,,,x,} Fw, X
AN EZE B IMZE vTH P={p,p,, -, p,}
xKox, BEAWMEZWNEA W, HLh,

S p =1L0<p, <1, Al x {5 A
i=1

=cost-e (5)

H= —Z p;log(p,) 7

XfF SDN B N JZAS Loty i s 24 A X, S
Q- Ko~ A

EPF=-

Sinh(o) (Z p; sinh(plbp, )J ®)

o-J0 0] 1 S IR A A L5 4 B T N
HEMLIE S Packet-In iZ PG Z [ (96 FR o A
IR Z YEFE - R IE AR YR TP HubkfF B (SIP).
P P S (sPort) H 1) 1P Huhibf5 5 (dIP) F1H
(Fyst L5 S (dPort). 10 S i s EAT 5
T BT LASE LI (R 6 IR 2 4 o-K. il 7
FioRs 45 B hy R IR ot 588K 72 28 T S0 KR
i, SEIFZARI RN iZ 0 s XA hy [ T py S
(o B 2E WA EAT T AR, JE e B N AR U 2
AL o- R VRAL, A hy R IR R IR A K
W MR . M O R Sz T
WO, BN AR UE ZE AL - it
BRIAE, F IV S N oty 1 R A, ) A BBl
PERCE A A hy EAUE TR R s A
I HT 5 B HS Nt s v 2 A 2 4K - 005 A ik BB
XIS Y N 3 90 B, AN 25 3 0 e Dk BE Bz
.

s—switch, AZHHl,
p—port, ALz 0
h—host, FHL

— YRR

- HAER

K7 SDN N JZAHb L DA R bR &



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22 47 -

IR A2 AR AR S
oM 2 g SYN V2 i B (4R, 8
WA IR Y, Bl fE SYN b fh%e
HVEMYE TP bk, WX TP Hb R AS BE g R
SYN-ACK 1, Wi il TGy A 42 ol 2 45 Fi8 A
THUK E 2 HE ) TCB M SYN-RECEVIED R 3 BA 5]
FB . 2 HTi% SYN-RECEVIED JRZBAAIR N i
E SRS €N e SN I D NGNS 2 e € R S L]
B A58 K R B84 A AT 7 S FH B 2 () e I ) R
FERIIM 4845 58, S Br I 98 R U o7 S It 5 1 Ll 481
BA, T SDN Bdmum sk, Ho
A0, ) o7 258 X 1180 0 B0 2 0 4 280 1 50 B 0o . g 3R
T (W A B (P k3@ 5 AR o AR ALL. SR, s
A0 1T B AR K (P B I o A TR R S U L T AT B,
R R AT A E 23 DS . 2B — AN 2
RIS 1P HbhEI T, A5 SCBHR R O Z it
Ve U2 SN SR PN ] - o e
W I S R S TR IR, XN AL SDN s hila%
M i% Packet-In JHE AT, & SEEEHIEAL
A, AR ot At 0 2% 5 . 1y i 7 e 712
FESEIERE A, A i A e e i A o 1)
ZERE TR A S B AR AL, BRI, 8
SN RS INON Ve RIS E VA CR R TR R = A W ()
FioR, e e 2 kg 2 e A7
PktinFl,, ,,n A F

3.2.3

MPF = 9)

%(PktinFln ;o + PktinFl, ) ) ),n k1

FEFE RN FANR I B E 2 KSR T , SDN
Hs 2 ARV i) BIAEAE KRR 1) B A L R AT A A 1y
Dlo SR, LR ZACHA b 1 FEAE, 2 UL
Hn AL IR S AAAE I B 2200 Dy it
Sk FRY N U R T VA5 30 AT AT LR A A o 8 PR A 280
IO, O IR S 1 EE NI e A e A 1 ) KA
T 20 N ] PR R AR A 4k Bk, %
N JEASHN Uiy VA T F AN 27 A2 W] A 1) 2R A « A 0
2 R, AAE I A e A 2 s A rh A
RPALE ) T V2 B AE A S 22 B RS T R R AL
o PRI T ST SE AN, a2 i i vt
RAERAE IS R O FUIRAS, W 10)FT7R. TEH Il
A5 FROECH R IT ™ A PR RO S84 48 2 T8 b A6 AH )
(TR AT 0, [RIIN R TP A 1) TP A7 35 0] B RS
Huhibt5 H k. Hr T Gz gk B R N T
SN, BIANFE SYN ZHIRASS, i Dy it

BEJRER ANR I R = A KA SYN-ACK 8

A, XSk R R A AR KA R

TSR SYN-ACK $84. VAR R JEa, it

X SYN-ACK 484 L& it 8 A o It ir £ 1A

Db e S e g 2 AR, kA DFTR,
2Num

pair_flows
_ 10
Num flows ( )

PPF=

~ Num,, . —2Num
T.

it

GFF pair_flows ( 1 1 )

3.3 I EREE R

T RN 43 2% 6F SDN 38l )2 iz vk s,
A DLRAE ] 22 BT OSBRI O R, PR T
H:F XGBoost (eXtreme gradient boosting) 5151
I Z BRI . FF S Ui R 1 R,

*1 XGBoost 338! 43 2K 2257 S5t AR

(iR L

C(@) H 22 ZERF LA I P S 2 e
I H b

i BB [y 1y

S Pl )2 B A DAL

3Gy RZERA R A R DR Y ok

i TG S 56 VI K

> f) IR 2% e K, HofE

G N IRBERAIR, 2 AL HE Ty ko

74 IENE B8 £ RS 5

T T2 PGS A7 R

w (EDSNiE Sl

XGBoost A& —Fl & T-# & Boosting 4 ik %
ISR, AT i R RT3 R R R
Boosting S7E4 %A 55 7 S A4 IAL B 0 T2 Rl 4 it
Ry R4, W AW R E h ak 2E, AlZ w
()R TR Bk 222 ) s B2 7 [ 33— 20 BRAIG, - AT A 238 %
R38R 2, I8 B B UERA 1 7> 251 3K - XGBoost
XT3 FEBERY (1) H b ek E0 ) 18 K oK E A B B 2R )
JEIF, FHAEB I R ARXF IE N Ik 5. AR
a3 2100 H bR R B R, 0 T2 SR 1 i S
BERVHEAT T TBI A, NI 45 2 53 K w2 44,
R WM . HE T XGBoost 577L5ZH
Boosting [0 B LA UIT .

1) HFreei%

§(‘p)=zl()7my,-)+zk:9(ﬂ) (12)

Q(f):;/TJr%A"w"Z (13)



e Wt % W

o 42

2) I H bR 3
CO =Y LN+ (14

3) HARPREC B 228 Tl

¢ = 2[1 )+ g fi(x) + %h,-ff (xi))} + (1)

i=1

(15)
4) EHHEHON
g =i[giﬁ(x,-)+§hiﬁ2<xi>)}+!2<ﬁ> (16)
5) skl B bRER SR A
o Q)
2t _ icg;
SO 2;Zh,~+/1+ﬂ a7

Forr, H bR s S (@) AR 22 Yl AE AL 8 1R 47 1
JEZ BRI H AR, XA H AR e B R 2E
PRESONTIE IR TR 2 873 o N 18] 2 1 AR AEER 5 1
AL e SCRIR R, LA, IR, 2
e J7 B . LAk BRI 2% iz ek il H Ax
FONeRE TRz B S AR5 RN
w KRR RUEUE . 5 RUIZR H b pa B8R i
oo AR (¥ Ik A5 )2 XGBoost B % T B 3 2471 A1)
PRAEINZRiiiRE . ASCRIRCR AL T SDN (AR A
WA SE InSDNPPUEAT 26 P BRI 25, Mok 135>
Bl AR U R ARSI BRI R
Wity SDN HiR K 2 4z ) ill, AR 8] 55 S HAN T
3 498 1) R ity R AT A SRR A Rl S g vz kA
B, BT RE S S BN S R s T 5.2 75

4 FTF SAVI BY;Z HE R H

4.1 1§ Bz AR I

F 02 P I AN T T A O 2 B — 1 Y bk
AT, i koK S R RE RS I R R R . T
OpenFlow BSHRAE T 45 il #5 FIAS ML 1) (1) 2 42
WA5TRA, R bR AL LA A 9 25 0 15
(B EL A E A i, O T Ak B O 5 15 2 Mot
HEMZCR, ARz R EfEHTrZ
ANFEE IR, IRl SDN i) 2 1 =X 72 vt
FRT 1975 A0 5 o R 3230, b ) g B 9 Tk B T R )
FR] e v S Y bk AR i B R A .

LA RECT5 133U Ay ], SAVI LAZR & — I AiF Ao

O FERPAT B AR 98, Tk 98 rRpbE B2 U E e T 1P
HTZR IR o 49 7 FUN) (1 b 2o 50 TP M b5 5L R
MAC Huhib A 82—l LS H 6 s PR AT 5L,
FHHMTE— IR R g . B (40 e SRR T AL
BRI, BN AR & MAC Hohl, wdh
<SwitchPort, IP, MAC>1, iy 1P Ml HUJ2 @48 |
AT PR B — R bR IR, JCIRAE TR BB U A
FR gl BB AR RSl Y s T MAC Hbik
SEPEL LI —FIAR T, P A Y R P HE DA
BRI R . Blt, SAVI Ry bk 5630 A = 5t
TP bk A MAC Hhuhkf5 54— 2exfk LS 1 )8
MYk, g B g TR . SCHR26-27]
7t SDN HSZIL) SAVI Jf ik SDN il 3 S o3k
JEE 2 AL TP Huhib. MAC Huhib AAs el D45
B B ICRAS T TP Huhb (5 BRI E 1 MAC k{5
B ML Port 5 BB ELK, TEM— o4l fi)E
TIMo %7 FAET A P AR R e YR b SRS
%, DAYFHLHELR 2 3 AP A T O DRI R 36 IE A
PEARILE, CRUFEC 2R e e Ja bk (1 £ 60 L g
T AR IS BPATERAE . BT Port 124
MU, AEIE T DL ) e RS, R
HJECE TP Ml BRI MAC M BB O3, Mo
AT G [RIAAAT FLSE A S LBl phigEe 1 .
Ik, DLUAT ) SAVI ZF e BAiE A=k 3, mTAR SR
S I PE AR S I O 2 S L g
42 ESWIERIZHER

FEFAT SDN il 272 vt B A A B s, 4
ARy Rk B, AT LT SDN-SAVI (i A5t hik
BE) P85 D-SAVI (Bh U bk 5r ) Plse 2
S 2 A HE . W45 2 A 55 BRI ) 4 3 1
it 2 UL OR AR AT T IE W 4
I T W 48T R (AT N AR I, AR 4l I 485 3t o
IINT FEAT N AT S AT B A S A L
SDN $ il |22 22 A2 YL R B A i 1] 8 BT 7
Rr 3] SDN IE W K B L RS T, HHesik
TN E S R AE R sFlow MEEIEFE. HE
BLAIVE R 42\ SDN I, #4Hil 2% 2> [ JLX B 128
LT R ATIT W 4 H bk 2y B 4R SORAS g K . &
PN ) A S ML 2 B AL ek B 3 i &
LI R Z) SR EC EHLED , EEHIES 0 T IR E
BURE I (28 e HLEE N P25 110 H (R SERPIRZS, R
R AAM R3O S HEAT 0 R K A iz
AT WAL PR SIS AT



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22 49 -

- PR BB RE
. géisﬂowﬁﬁﬁﬁﬁ

TEH B A b
- AZ YA T

- AL
5T Izt . %@%%Yfﬂ%ﬁﬂ

- VAR

- WA H AL
PRETRAHEZYE - AT ODE TR £
SR B
- Ve LB

8 SDN i) 2 iz LR A Y

705 30 2 vt R A, AT Bl A U Hb Ik 5k
(D-SAVD) 7%, ZHHGHAM AAM ]CHEAT
TRALPE, FFRIERZEALE OpenFlow AZ /L H AT B
WHEATUCHC . ARHGVCHCEE A, AU I A e bl
AAM HRSCPT AL S 1) ENVIRASA(E B AT B4, LA
Packet-In [\ JE X S B2 A THAE . #5148 82
Bl AAM 7305, 23 M\ Packet-In A g by Hy 2L
AHOR B HEAF B A B UIR A B, A I S
ERFR, FRBISEZ dt R s i, A
S M Z A5 2 R AT A ST O sl
ZURAE, B Dt R A 2 AR
HEEGUE (SDN-SAVD) J7 S0/ 16, 18 14 26 e 1)
o S 0 B 56 40 B T4 e, A SDN 42 )5
PLEF 4 RE SAVI (W2 A PEpRiE, PRUEES 2015
24k . EIVA I SAVI R ENEIY, T 4
FF SAVI 4t e ksl Z45e KRN
W 28 4R 25 IR AR A0 1T P AR AT ARk . MR B = o0 4148
SEAT RN GEr, 5 1 48 B R R S P A T U5 Hh ik 55
EFH %420 38

H T YERFIE T SAVI [z UL AR ML & 4
P, 22 R AR 32 B DL 1 A s ik
1T. ¥hlgsss s SDN %dh 2 R HL e —A
P SRASHINZE,  LAIa il 272 AR A A P2 A I
RN JEhl, AT REAS AL I [ HERS (1) B3R
AHFE. N T D-SAVI BEAT 2 4 A5 B (1 BB L5 1)
SRR, AR T AR R it A R (1
MU WSk, MR WE 9 fros. ZE A IE
WML SRR, ARYE AU RS SR )
ARAS L BIHE P EAT 300 e v A, 0 LA T 1
AR RAES 08, R IE G UE R . (R,
BB IE 1 = WU EE 2 52 i 22 A fR B R B AL 5

WA P e LA 2 S22 R e A e R LI
S, (Al E ML T SAVI FRIVZ VSR AL A £
AR I A R B oD, R
il e AL DY FER D, T R AR 2
FHNEERAR: B2 I fE B PROA A7 o1 )22 ik e S
THL, BEARMILE K 2 gy, (HXS SDN BHHFE
WL, KL, /£ SDN ARG SR T, 1%
3 B S DL 2 A R e (1 B ML 8 T R B T K
PHPESRRR . 2 A REE RN AL T 3.2.2
TR AN R SE L

iRl

N LI SN ER
WA T HARAET IR
BT & A IEH AU SRR

'

03 I S AR AR E /N
vl | TIPSy G2l Fags. o2 g
AR T THT

v

Phit b7 ST — A TR T
Ja SRR B R MR H AR

4i

9 FERW Kz IR

5 MREMKS S

50 XRFEERXESH
AKWEZ GG B/AIET Vmware 22 3E 1)
Ubuntu 16.04.2 NI R Ge L #3# THHLT) SDN IR
. 10 B L s N, AR
LA Fat-Tree JFEAEHEHE . 2¢%% Floodlight #2744
£ SDN [P, KA Mininet {/j HXE)Z
SDN #1447 2 AL 5 . SDN Fhi4hH (1) SDN
AL TFIR AU HeHL (OVS, OpenvSwitch)
S 7E Mininet U SEELER A @ S48 RS He L ]
TR AR, Hoh B W2 OvVsS K. 1%
SZHG M2 F A5 14 4 OVS, Hi, S RS, i
DJEEHAHL, S3~Se MR ZAZHAH, S;~S14 Mi%



50 i@ {I):T

4R a2 %

)=

Floodlight

\
OpenFlowff i

Hy Hy HyHy Hs Hg Hy Hg Ho Hyg Hy Hyy HygHyy Hys HygHy7 HigHyg Hyg Hyy Hyp Hy3Hoy Hys Hyg Hyg HygHag Hyg Hyy Hap HazHyy Has HagHyg HygHao Hyg

10 SEEG R4

NIZATHML. LB P25 LA 40 & EHLEN 2%,
A SEIGAEASAY SDN ds v Lo W 26 414K HI 73 A 2
e A (D-ITG, distributed Internet traffic ge-
nerator) IR IL IE 15 SO R A R % AR AN H
“CRZW, IR A ] Fat-Tree #1405
J& EHBEHLA S R AT A A8, AR IR 3
s mFC AR VY [ S I % 3 A U

SDN il 29z gt Britilii st i Python 1Y) Scapy
ORI AR, 38 B LA [ AR L )
Packet-In iZ LAl SYN IZ it Mridi, Al SDN Hedls o
OB 2 H AR LI IR A 52 2500 . F5 1 284
R 30 min JEEEE . K FIABER R E A E R
SDN Hdfs 0 S S AT IR A R o AEM Z8 40 4h
W53l a B s S VR IE SIS 1R R 4, 1E
W25 B8 i 2 Hy~ Hes Hijs Hygs Haps Hyes Ha
A Hae M Phig bk Boek =41, Horb, Hy M1 Hy 3%
BT BN Z AN Sy HIAN A 3 1, 1 H A AL
I &R T HAD AT AL .
5.2 GZHEENAEN R

ATONZ BB RIS ) Ve R EAT 2 A AT EE
B AT AR ) 2 B R 05 A T A
(¥ g S A R AAR YR (DT BP0 BHLARAR
(RF) PO & 3ms (KNND BUL AR Dt gy (NB) B2
SRR EHL (SVMD PETHERELL . B 2 1)
R, He T XGBoost Wi Z Bt il 5 7 28
S L% A DN A 25 0 [ 2 77 1 B i 1) 2
PERE, A58 70 AR MBS I e o A 732K

a5 AW ERART SR RS, A AT R B
ZE N RRFETT 1 3E— P B, AT R 2 SR
7%, IRFIEAER > RO

z2 SERNE R

ik HERfI 2 FEICIES F1-Score
XGBOOST 96.03% 92.08% 94.01%
DT 95.28% 92.52% 93.88%
SVM 94.79% 90.91% 92.81%
KNN 93.17% 60.11% 73.08%
RF 68.53% 90.03% 77.82%

NB 71.25% 96.56% 81.99%

h T BRAG O 3 Y Mk R B o SR AL () A
REAE T T B, 380 e o TR R T S 6 2
UK, FH/b% SDN R %N S H, w2
YERFERFIEEAT AR AT S5 VPA I L B . X
BEANRFAE H br ek 200 A0 A 10 3 D vF 5, JE B
XGBoost 211451 2k ok F 1 54k v SARAE by 7 3
M I H GetScore( )R I ZR I . FE [T T
ARFIE ST, 3 2 490 % 1) S (R 0 WA Akl e — AME
TS B B NG B3 R gt &, %
AT S i REIE O 2 AR Y DR R . DA
S22 B 2 e AR AT REAE A A, 23 VP A LA
PG MR S A R, g5 1 11 s 12
o M 11 FIE 12 FTEUE Y, 7E Packet-In i2 K
H7 85, EPF. DTB Ml MPF 4% 51 471 43 25k
fiE, IX /& T Packet-In Z It 5 R A M AL



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22 <51

KA R R WiR . W6 SDN 2 A2 A8 e b L
I s B Hr, I8 %)) SDN Kt (1) 5
HARAS . MAE SYN Z B IRA R, PPF. GFF
I EPF H A AN B LF 1 73 b fg o i T 39 o032 vt
Wb KD 74, 8 Oy Huhk = 2 1)
AMBR IS A2 KB TG SYN-ACK F54, RiI4%
i) )2 30 B 232 3k R A I A AR B AL R RS B
] SYN-ACK f54, AT RO ERHE PPF Il GFF
B A1 5> 1 RE

100%
@ 80% ; 4%%?
£60%

=

e

gw%

R 0%

0 GPP BPF DTB EPF MPF PPF GFF_
11 % )2 Packet-In 12 BUEFHE 20 % 2

m A
o #EFR

gw%-
RE 209 | D
0
GPP  BPF DTB

EPF  MPF  PPF  GFF
B 12 $al)z SYN ZURFAE 43 23 It

R 26 15 3 [ B A A 2 e () DL DRI T TR 2
A I B AR 2 e R A e SO T 22 00) . 3
[ 22 BT 3 S S i FEAR &5 B A B ) Dbt AR
O O IE S LE, T HERR R )R T AR 4
FIH O EFEAHER L . i TRz Ut
SO KPR IE I H 2 e ) . M, I H
FEA B E R, LA XGBoost Sy ket (42 i |2 Mok
FSr ALY [ A BT A 22 AN R IURFAE 55 73 28 45 (1) Y 5 A0
Mo, midh. 5 R, ek, &1
REAE 55 73 S A8 1 BRI 70 24 I B LI 43 3405 15
SRJE T E 2 YE AT LY 99 70 28 4% v DURGE R =)
WL S G R R I A R VOIS BT
FEAS, AARIZATR A, H &S5 70 888 i TREA
SiRM 2, LSRR R AR A,

LiaKAG, EPF R HIZZ it st
FHRGERTERE, X EZZ M T o-nl T 5 ks
iff 1 A0 ML M i 1 22 4 52 1) HE N o 22 T 48
XME Y Packet-In 72 UL 2 MO HR . Bk, &

0 i A R -0 T S A SR 2
B M SEOAT IR, 25 Rk 3 Fik 4
Fiose g5 FARW, T8 Iz it o i o A A
5 BT A B B DL B B A 1) 4 KR
HH SDN R FMIPIRAS, A SCIK Lp=0.3 g JEhfi>Y
HAT B IR, JF HEET Type A B R AEAT T
50 BN, A3 oh AR T R T vk e v R
W 3E 1 S RS NI, Wk 5 IR 6 s,
iR, BB EMHE R TEADYE SN
(max4 > minN), 5 K1 5000 B 52 KT 5/ Bt 9
(maxN > mind), X ¥ & 0] 22 i ddi s T
R A NS

®3 HRAETHFERERRE o-HE

TS PN P2 /M SEIN ]
sIP 2.612 0.005 1 2.606 9 26171
sPort 2.134 0.027 2 2.106 8 2.1612
dIP 2.406 0.018 6 2.3874 24246
dPort 2.126 0.0253 2.100 7 2.1513
x4 ZHWETEEREHREE o-HE
2 BGE T2 N 2N YN
sIP 2.879 0.0197 2.8593 2.898 7
sPort 2.539 0.028 7 2.5103 2.56717
dIpP 2.205 0.0127 2.1923 22177
dPort 1.904 0.009 2 1.894 8 19132
x5 oBESRERERER S/ MVERENE
Ty GRS Bikiini a4 19 minN+maxA4
Tk /M (minN) I KM (maxA) T
sIP 2.606 9 2.898 7 2.752 8
sPort 2.106 8 2.56717 2.33725
x6 oBERETRERERSKEHENE
B ﬁ%hﬁ%ﬂ‘J Iﬂ(ﬂ‘—.‘?ﬁ%f‘i £} maxN +mind
5 KA (maxV) /M (mind) 2
dIP 2.424 6 2.1923 2.308 45
dPort 2.1513 1.894 8 2.023 05

53 IZHWEHEBRETR

AT SDN # il 2iZ MR I T SAVI 51
B, g IZAEERAE T2 TR SR AR S o A 5 T 1) 1
TP 2 b o 1 13 2 T 35T SAVI 1)z it
TR SDN HhryZ vk Mook B 4 (1 52 i 5 H
WRRE . E 2 ARSI R, T
SAVI [z B BU A H e 1l 25 B A =02 vt



5D . i@ {I):T

4R a2 %

BB w8 H , 2R sl S iU L
D-SAVI H g B i W 38 o S A 2 il J=iz ik
ehor -5 A AL N A8 7 IR 5 >K - 4545 SAVI I
LIS 5 50 UE 1A AR IR A 1 22 A VE REARIER),

3000
g5 85
2500 |
m
& L
3 2000
§ h
1500 }
H
5]
1& 1000 |
I —a— Jo
500 —e— CDM
—o— D-SAVI
0 o © o ¢
100 200 300
it [H)/s
13z ks A g H s

Mg I S i) i 42 1l 4> Packet-In 155K AT H
BB E, P 14 s T ARz PSR B 12
el NN TR ST, 45 RK I SDN Hhihiz
G sy ININE- G Bt E A1 P il A I DAl RLTRIER 7
ARG TN A5 TE T2 PRI A I -5 77 A0 8 & IR 2
N SRR RER S B RN, B R 5
GG ERIRSE TP EER ERgINERE S E L N
(AR o 3 L 42 T 22 LA 55 B L ] CDM
IORHIE - ERIN LIV & S:14 /=B UK (VS B5 WL SR RN
A TFMPERE. 1X KW CDM ReAT B0 -5 22 Ak 42 1l
JE Az, 4EDT SDN #2512 1K 2 420817 .

4
39 |
36 F
©w 33T
E 30
Z o7t
E 24 f
B 21 f
= L
1t —&— ik
ol —e—CDl\/{TIﬁIﬂ?
ol —o— ToBi MRS T Bk
3t R
O 1 1 1 1
5 10 15 20 25 30 35 40
WS Iz U BEE EHEE
B 14 st s o 7 o ) 0
6 LHERIE

ASCPE TPl B ROk P P =2 3

R 5 SZARAL, 7 V20K SR 748 ) 843 A A
MRS 2 AR, o nlfd e T2 Bt 8ok 005028
2 PR H e A e A T BE RN B AR A ) AR
R J7 T, BT R R 2 2 ORI
Mrisitle, FIFH Boosting SJKs % ANMEFAESS 73 348 N
BUEINTE SE s A oy 2, T8 I AN B A v B )
BeZe, IRF T EoRs IR O Qi S B AT AR
FEZ LR T 1T, CDM #5237 5T SAVI iz 35
AR AL, DAGR s —50AE (AR =0 SE Rl P AT 7
T2z AR A M AR vE, RIS DLBh 25 581 (A
ST 2 A (R R S OC BRI SN S8 . e s
PR SRT YRR S B 92N, BT AR %S SDN B
PEANASAA IO, A5 1 ) S AR PRI
St 2 AL It BRI S0 A X, s &R
W2 RFER A B S BOK, WT{E CDM H i
PEIXA ] 0K 2 T — 2 TAE M E A

S K

[1] MCKEOWN N, ANDERSON T, BALAKRISHNAN H, et al. Open-
Flow[J]. ACM SIGCOMM Computer Communication Review, 2008,
38(2): 69-74.

[2] #dE, WL, Bhoe, &5 BOUFRE ORISR A% R 5 I ] S (D). T8
244, 2015, 36(3): 288.

HUANG T, LIU J, WEI L, et al. SDN core principles and application
practice[J]. Journal on Communications, 2015, 36(3): 288.

[3] KUMAR P, TRIPATHI M, NEHRA A, et al. SAFETY: early detection
and mitigation of TCP SYN flood utilizing entropy in SDN[J]. IEEE
Transactions on Network and Service Management, 2018, 15(4):
1545-1559.

[4] GAODY,LIUZH, LIU Y, et al. Defending against Packet-In mes-
sages flooding attack under SDN context[J]. Soft Computing, 2018,
22(20): 6797-6809.

[5] RAVIN, SHALINIE S M, LAL C, et al. AEGIS: detection and mitiga-
tion of TCP SYN flood on SDN controller[J]. IEEE Transactions on
Network and Service Management, 2021, 18(1): 745-759.

[6] DANG V T, HUONG T T, THANH N H, et al. SDN-based SYN
proxy—a solution to enhance performance of attack mitigation under
TCP SYN flood[J]. The Computer Journal, 2019, 62(4): 518-534.

[7] AL MHDAWI A K, AL-RAWESHIDY H S. iPRDR: intelligent power
reduction decision routing protocol for big traffic flood in hybrid-SDN
architecture[J]. IEEE Access, 2018, 6: 10944-10955.

[8] MOHAMMADI R, CONTI M, LAL C, et al. SYN-Guard: an effective
counter for SYN flooding attack in software-defined networking[J].
International Journal of Communication Systems, 2019, 32(17): e4061.

[9] DERHAB A, GUERROUMI M, GUMAEI A, et al. Blockchain and
random subspace learning-based IDS for SDN-enabled industrial IoT
security[J]. Sensors (Basel, Switzerland), 2019, 19(14): 3119.

[10] XIANG S Q, ZHU H B, XIAO L L, et al. Modeling and verifying
TopoGuard in OpenFlow-based software defined networks[C]//Pro-
ceedings of 2018 International Symposium on Theoretical Aspects of
Software Engineering (TASE). Piscataway: IEEE Press, 2018: 84-91.

[11] KAZEMANIAN P, CHANG M, ZENG H Y, et al. Real time network



%11

JAJAI4E: SDN P ZZ i Ep LRI Kl 5 22

¢ 53 .

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

policy checking using header space analysis[C]//Proceedings of the
10th USENIX Symposium on Networked Systems Design and Imple-
mentation (NSDI '13). Berkeley: USENIX Association, 2013: 99-111.
TUAN N N, HUNG P H, NGHIA N D, et al. A robust TCP-SYN flood
mitigation scheme using machine learning based on SDN[C]//Pro-
ceedings of 2019 International Conference on Information and Com-
munication Technology Convergence (ICTC). Piscataway: IEEE Press,
2019: 363-368.

SEMERCI M, CEMGIL A T, SANKUR B. An intelligent cyber secu-
rity system against DDoS attacks in SIP networks[J]. Computer Net-
works, 2018, 136: 137-154.

GARG S, KAUR K, KUMAR N, et al. Hybrid deep-learning-based
anomaly detection scheme for suspicious flow detection in SDN: a so-
cial multimedia perspective[J]. IEEE Transactions on Multimedia,
2019, 21(3): 566-578.

PHAAL P, PANCHEN S, MCKEE N. InMon corporation’s flow: a
method for monitoring traffic in switched and routed networks[R].
2001.

CICIOGLU M, CALHAN A. HUBSFLOW: a novel interface protocol
for SDN-enabled WBANSs[J]. Computer Networks, 2019, 160:
105-117.

PANDA A, SAMAL S S, TURUK A K, et al. Dynamic hard timeout
based flow table management in openflow enabled SDN[C]//Proceed-
ings of 2019 International Conference on Vision Towards Emerging
Trends in Communication and Networking (VITECoN). Piscataway:
IEEE Press, 2019: 1-6.

SHIRALI-SHAHREZA S, GANJALI Y. Delayed installation and
expedited eviction: an alternative approach to reduce flow table occu-
pancy in SDN switches[J]. IEEE/ACM Transactions on Networking,
2018, 26(4): 1547-1561.

BASTA A, BLENK A, HOFFMANN K, et al. Towards a cost optimal
design for a 5G mobile core network based on SDN and NFV[J]. IEEE
Transactions on Network and Service Management, 2017, 14(4):
1061-1075.

SCHNEPF N, BADONNEL R, LAHMADI A, et al. Synaptic: a formal
checker for SDN-based security policies[C]//Proceedings of NOMS
2018 - 2018 IEEE/IFIP Network Operations and Management Sympo-
sium. Piscataway: IEEE Press, 2018: 1-2.

CHEN T, TONG H, BENESTY M. Xgboost: extreme gradient boost-
ing [C]//Proceedings of the 22nd ACM SIGKDD International Confe-
rence on Knowledge Discovery and Data Mining - KDD '16. New
York: ACM Press, 2016: 1615-1624.

ELSAYED M S, LE-KHAC N A, JURCUT A D. InSDN: a novel SDN
intrusion dataset[J]. IEEE Access, 2020, 8: 165263-165284.

ZHOU Q Z, YU J Q, LI D. A dynamic and lightweight framework to
secure source addresses in the SDN-based networks[J]. Computer
Networks, 2021, 193: 108075.

BI J, WU J, YAO G, et al. Source address validation improvement
(SAVI) solution for DHCP[R]. RFC Editor, 2015.

WU J, BI J, BAGNULO M, et al. Source address validation improve-
ment (SAVI) framework[R]. RFC Editor, 2013.

[26]

[27]

(28]

[29]

[30]

(311

[32]

[33]

[34]

LIUBY, BI J, ZHOU Y. Source address validation in software defined
networks[C]//Proceedings of Proceedings of the 2016 ACM SIG-
COMM Conference. New York: ACM Press, 2016: 595-596.

CHEN G L, HU G W, JIANG Y, et al. SAVSH: IP source address
validation for SDN hybrid networks[C]//Proceedings of 2016 IEEE
Symposium on Computers and Communication (ISCC). Piscataway:
IEEE Press, 2016: 409-414.

LICL, WU Q, LI HW, et al. SDN-Ti: a general solution based on
SDN to attacker traceback and identification in IPv6 networks[C]//
Proceedings of ICC 2019 - 2019 IEEE International Conference on
Communications (ICC). Piscataway: IEEE Press, 2019: 1-7.

WU Y C, TSENG H R, YANG W, et al. DDoS detection and traceback
with decision tree and grey relational analysis[C]//Proceedings of 2009
3rd International Conference on Multimedia and Ubiquitous Engi-
neering. Piscataway: IEEE Press, 2009: 306-314.

BELGIU M, DRAGUT L. Random forest in remote sensing: a review
of applications and future directions[J]. ISPRS Journal of Photogram-
metry and Remote Sensing, 2016, 114: 24-31.

ZHANG S C, LI X L, ZONG M, et al. Efficient KNN classification
with different numbers of nearest neighbors[J]. IEEE Transactions on
Neural Networks and Learning Systems, 2018, 29(5): 1774-1785.
CHU S C, DAO T K, PAN J S, et al. Identifying correctness data
scheme for aggregating data in cluster heads of wireless sensor net-
work based on naive Bayes classification[J]. EURASIP Journal on
Wireless Communications and Networking, 2020, 2020(1): 52.

WANG H W, GU J, WANG S S. An effective intrusion detection
framework based on SVM with feature augmentation[J]. Know-
ledge-Based Systems, 2017, 136: 130-139.

WANG J X, QI H, HE Y, et al. FlowTracer: an effective flow trajectory
detection solution based on probabilistic packet tagging in
SDN-enabled networks[J]. IEEE Transactions on Network and Service
Management, 2019, 16(4): 1884-1898.

HEEE T

AR (1991- ), B, WK AN, H#h
B R A, FEWEITT R AHLEEE ]
WRAESE SURIZE 224

-~

dch

F&iE (1975- O, B, WSERIEN, L, ERRER

FHE WA, FEWTOT R B AR B SRR
M2t 2RI H S RIS

=& (1979- ), F, WHCEKBN, i, SRR

uﬂiy

FIEREFT 0 S 2 A N R ) 09 2 A 0

P2 B I S 0 HT . ORI i IR A A



	4-210560-h/−.pdf

